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Cryptographic Time-Stamps

Through Transient Key
Technology
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We Will Describe A System That...

* Is a method of self-validating proof of time

 Creates Cryptographic Timestamps that never expire
e |s a fully distributed system

* |s Immune from the compromise of secret keys

* |s independent of a Trusted Third Party

e Creates a network of validation & verification
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The ProofMark System™ Can Be Used To
Prove Integrity And Time EXxistence...

Original Data

...010001100...

...For Any Set Of Data
...0Or Any Record



Regardless Of The Application...We Can
Enable You To Create And Maintain Proof

...010001100...
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[Beyand the Knowledge Worker

A new metaphor fo- business activities is necessary to understand the growing demand for
knowledge. The concept of software holds the key, writes Paul Romer

Reprinted from Worldlink, Tamuary/February 1995, part of a series on Davog ‘95

On & spring night ir. 1983, a chemist employed by the Cetug Corporation had a wonderful insigh:. While

wotking on a narrow problerm, Kary Mullis sturmb’ed onto the principles of the polymerase chain reaction

(PCR). The story behind this discovery is exciting because the stakes involved tumed out to be o high

Mullis won a Nobe: Prize. Molecular biologists were given a powsrful research tool. Doctors got new

. diagiostic tests. Po.ice investigators could beginto lift DA “fingerprints from small and badly degraded

o biological samples. Discoveries this dramatic arerare, but the underlying elemerts in the story have broad
relevance. They illustrate an irmporant aspect of economic activity that often goes unneticed in discussions
of what it is that menagers do.

The activities of a business are typically understocd by using the factory as a metaphor. The three basic
inputs are assumedto be capital equiprment, workers and raw materials. Workers are further subdivided into
procuction and non-production workers. In this irage, production workers dothe actual work inthe
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We use asymmetric cryptography...

...but we use It In a new way.

Private Key Public Key
T /s
000t  NNNNSN C 0 oi010
11010 10101
10101 / \, 01011
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Rather than issuing the Private/Public Key
pair to an organization or individual...

Private Key Public Key
T /s
000t  NNNNSN C 0 oi010
11010 10101
10101 / \, 01011

...We i1ssue them to Time!
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Not Time the continuum...

9-00 a.m Private Key Public Key
T /s
000t  NNNNSN C 0 oi010

--9:05am. |97 / \ 01011

... T1me the Interval!
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- I QOriginal Data
Time the Interval!  010001100...

Input

Private Key Public Key ‘
<

—

Output
...We Recelve A Data String l

...And We Return A Data String 1%
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Original Data

The ProofMark ...010001100...
Certificate
Contains Three o
Critical Elements ProofMark Certificate
1.) Original Data
\ ...010001100...
OUtPUt 2.) Signature on data from Private Key
l X35GJLA92XAIABI...
3.) Time Interval’s Public Key
...10010... " Public Key
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ProofMark Certificate

1.) Original Data

...010001100... DI

If the Public Key applied
to the Signature Resolves
X35GJLA92XAIAB9... — ' to the Original Data...then
there Is mathematical
Integrity self-contained
within the output!

2.) Signature on data from Private Key

3.) Time Interval’s Public Key

Public Key
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Now, Back to the Server...

9:00 a.m Private Key Public Key
T /s
000t  NNNNSN C 0 oi010

--9:05 a.m. 14989 / \ 01011
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The Last Thing that Happens During the Interval...

9-00 a.m Private Key Public Key
' o 01011 \ / 10110
10110 01101

000t  NNNNSN C 0 oi010

--9:05am. |io94f 01011
Private Key Public Key

T o

00101  NNNNSN Sy py 01010

10101 / \ 01011

...Is that Independently a New Pair of Keys Is Generated.



The Current Private Key Signs the New Public Key

Public Key
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Signature on New Public Key Created

Public Key
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And the Old Private Key Is Destroyed...

Private Key Public Key
: M. --
e /o
S,,/7/ 01010
--9:05 a.m. - I aat
——
9:05 a.m. -- —
TOA /]
00101 NNNNY 00101 |1
11010 7777 oo
—-910 a.m. |io101 / \10101 i
Private Key Public Key

...And the New Key Pair Goes On Duty!
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So What You Have ‘After-the-Fact’ For Any
Interval Of Time Is Its Public Key...

Private Ke Public Ke
9:00 a.m. -- 4 4

-- 9:05 a.m. \ )
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So What You Have ‘After-the-Fact’ For Any
Interval Of Time Is Its Public Key...

Private Ke Public Ke
9:00 a.m. -- 4 4

-- 9:05 a.m. \ )
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And A Signature On That Key From The
Previous Private Key...
9:00 a.m. -- Private Key Public Key 0
G
-- 9:05 a.m. \H%? 0
9:05 a.m. --
T /o
0010t  NNNNYN (0 0001 |1
11010 11010 | O
—-910 a.m. |io101 / \10101 i
Private Key Public Key

...Which No Longer Exists, But For Which

You Have The Public Key



F_

Public Key i

' - 0
8:50 a.m. ¢ /Eé?(‘;‘:’ :
--8:55a.m. 7777 oo

\10101 i
BubTic Kev ;

' - 0
8:55 a.m. ¢ /Eé?(‘;‘:’ :
-- 9:00 a.m. 7777 oo

\10101 i

Public Key (
9:00 a.m. -- /o011 [0
¢ toiid |

--9:05a.m. 7777 oo

\10101 i

Public Key
9:05 a.m. -- /?3?33 ?
~-910am. Szz77/ \?:1:(}3(} 0
1

Prior Public Key
Verifies Signature On
New Public Key

Prior Public Key
Verifies Signature On
New Public Key
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Public Key I
8:50 a.m. -- /?(1)(”(1) 0
L,,, . 00101t
-- 8:55a.m. 11010 | o
N\Jofor | So We Form A
oEE Public Key — = Cryptographically
29 a.Mm. = AT Strong Chain Of Public
—900am. $7777 \?:‘:‘}’3‘:’ 0 Keys Going Back
1 .
Through Time...
Public Key . =
9:00 a.m. -- /?(1)(”(1) 113
L,,, . 00101t
-- 9:05 a.m. 11010 | o
\10101 i
Public Key «
9:05a.m. -- /%m ?
~9:10am. S 277/ \?3<}3<} o| ...Corresponding To Time!!
1
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Public Key
8:50 a.m. -- /o011 [0
< Do
--8:55a.m. 7777 oo
\10101 i

Public Key
8:55 a.m. -- Joto11 |0
< Do
-- 9:00 a.m. 7777 oo
\10101 i

Public Key
9:00 a.m. -- /o011 [0
< Do
--9:05a.m. 7777 oo
\10101 i

Public Key
9:05 a.m. -- /?3?33 ?
~9:10am. Sz 77/ \?3(}3;} !
i

So, There Are No
Secrets To Protect...

...Because there are No
Secrets, We Can Take
The Record Of Public
Keys And Push Them
Out For Public Access...

...In Fact We Can
Make Them Part Of
The Public Record.
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Public Kev
8:50 a.m. -- /%?}‘ ? If You Then Tak(_e _The
_ /77, ool ProofMark Certificate...
-- 8:55 a.m. \H%? 0
1 - -
ST ProofMark Certificate
8:95 a.m. -- /%?H : 1) Original Data
900am N7 77z ool ...010001100...
\10101 i
- 2.) Signature on data from Private Key
Public Key
: m, -- 0 X LA92XAIABI...
9:00 a /?(1)(”(1) 0 35GJLA9 69
__ 905 a.m. ( 7 7 7/ ?%% (1) 3.) Time Interval’s Public Key
N\loioi |+ Public Key
Public Key orerre
9:05 a.m. -- - 01101
/900 | Kz 777 oo
~9:10am. Sz 77/ \?3(}3(} ! \ 01011
1
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Public Key :
8:50 a.m. -- /?3?}' ? And Compare the Public Key
0 - - -
gEsam S7Z7z 7z, il 10 the Public Key in the Chain
' B 10101 | { o
: \ ProofMark Certificate
Public Key
8:55 a.m. -- /010” ? 1.) Original Data
4 00109 |1
- 900 a.m. /7777 11010 | 0 010001100
\10101 i
Public K 2.) Signature on data from Private Key
ublIiC Key
9:00 a.m. -- /?(1)(”(1) 0 X35GJLA92XAIAB9...
__ 905 a.m. ( 7 7 7/ ?%% (1) 3.) Time Interval’s Public Key
N\loioi |+ Public Key
Public Key orerre
9:05 a.m. -- - 01101
/oo | Kz 777 oo
--9:10 a.m. Svrorrvz oo tol (‘) \, 01011
\10101 i
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Public Kev
8:50 a.m. -- /%?}, ? If The Keys Are The Same,
0 -
855 am <, .,/ 00io01 |1 Then You Have Proof Of Time!
' T 10101 | o
: \ ProofMark Certificate
Public Key
8:95 a.m. -- /%?H : 1) Original Data
. 900am N7 777 \?3(113(:, 3 ...010001100...
1
- 2.) Signature on data from Private Key
Public Key
9:00 a.m. -- /?(1)(”(1) 0 X35GJLA92XAIABI...
. 905 am ( 7 7 7/ ?%% (1) 3.) Time Interval’s Public Key
| o \Jofoi |1 Public Key
Public Key /o110
9:05a.m. -- 01101
sk Covos e
-910am. Sz vz o0i01 | \ 07041
\10101 i
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To further protect against the future
compromise of a private key...

We create a concatenate digest log of
all ProofMark requests

Private Key Public Key

9:00 a.m. -- —\ /

NNANANSNC /70

-- 9:05 a.m. / \.
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At the end of the Interval, we create a
digest from the digest log

Concatenate
Digest Log

Digest of
Private Key Public Key Digest Log
9:00 a.m. -- —
\ 7/ TIEU
AARRD A =
-- 9:05 a.m. / \ =




S proogctect

We then insert that digest into the new
Interval, prior to the signature by the
prior private key

Concatenate
Digest Log

Digest of
Private Key Public Key Digest Log
9:00 a.m. -- =
\ / 1El &
AARAD A 1 Erdi
--9:05a.m. / B
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We then insert that digest into the new
Interval, prior to the signature by the
prior private key

Concatenate
Digest Log

Digest of
Private Key Public Key Digest Log
9:00 a.m. -- =
\ / 1El &
AARAD A 1 Erdi
--9:05a.m. / \ B
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As a final protection against the
compromise of a single chain, we
cross certify with 2 other instances of
the ProofMark System

Cross Certification #1

Cross Certification #2
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Creating a
i} ] Cross Certification #1
Chain-of-Chains \C

ross Certification #2
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The ProofMark System...

* Is a method of self-validating proof of time
 Creates Cryptographic Timestamps that never expire
e |s a fully distributed system

* |s Immune from the compromise of secret keys

* |s Independent of a Trusted Third Party

e Creates a network of validation & verification
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A ProofMark Certificate Is A Suffix Of Data That
Can Be Used To Prove The Integrity And Proof Of
Time Existence For A Given Set Of Data...

Original Data ProofMark Certificate

...010001100... ...10010...
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A ProofMark Certificate Can Be Persisted...

Separately
Original Data ProofMark Certificate
...010001100... ...10010...

Jointly

Original Data ProofMark Certificate

...010001100... ...10010...

Or Within Your Data

Original Data ProofMark Certificate

...010001100... ...10010...
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ProofMark...
Tangible Proof In A Digital World!



